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GCHQ, the British signals intelligence agency, prepared the following PowerPoint 
slideshow presentation for a top-secret intelligence conference in 2012, revealing a pilot 
program called Squeaky Dolphin. 

Documents taken from the National Security Agency by Edward Snowden and 
obtained by NBC News detail how British cyber spies demonstrated to their U.S. partners 
in 2012 the ability to monitor YouTube and Blogger in real time and collect addresses 
from the billions of videos watched daily, as well as some user information, for analysis. 
At the time the documents were printed, GCHQ was also able to spy on Facebook and 
Twitter. Called “Psychology A New Kind of SIGDEV," (Signals Development), the 
presentation includes a section that spells out “Broad real-time monitoring of online 
activity” of YouTube videos, URLs “liked” on Facebook, and Blogspot/B logger visits. 
The monitoring program is called “Squeaky Dolphin.” 

NBC News is publishing the documents with minimal redactions to protect 
individuals. NBC News has also withheld two slides for further review. The last five 
pages shown here are from an earlier GCHQ document in 2010. NBC News has added 
annotations on two slides in yellow boxes. 

Read the article online at investigations.nbcnews.com. 
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These last five pages are from an earlier GCHQ document, from 2010. 
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facebook 



flickr 



Deliver messages and multimedia content across Web 2.0 
Crafting messaging campaigns to go ‘viral’ 



This information is exempt under the Freedom of Information Met 2000 (FOIA) and may he exempt under other UK information legislation. Refer any FOIA queries to GCHQ 
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Need SIGINT coverage across protocols, 



Not necessarily consistent with target SIGDEV priorities 




_twitter_sess=BAh7DjoTcGFzc3dvcmRfdG9rZW4iLWFhMGI3 

ZDkOOTIiNTJkOWQzMzMyYTc2%250AOTkyNjMOY2ZmM2Y 

5NDNjYmQ6DGNzcmZfaWQiJTZmYjRhNTk5ZDVkMjlkMmF 

h%250AN2U4ZDczOWM2ZWFmNDc5lidzaG93X2Rpc2Nvd 

mVyYWJpbGI0eV9mb3Jfc29s%250Ab19vbmx5MDoVaW5fb 

mV3X3VzZXJfZmxvdzA6EXRyYW5zX3Byb21wdDA6CXVz% 

250AZXJpBAPZMAEiCmZsYXNoSUM6J0FjdGlvbkNvbnRyb 

2xsZXI6OkZsYXNoOjpG%250AbGFzaEhhc2h7AAY6CkB1c2 

VkewA6B2lkliVhZDRIOGM2NmM0ZjRkM2U2NGI5%250AZG 

ZmMGJmOGVjZDgOMjoPY3JIYXRIZF9hdGwrCGWCJS4nA 

Q%253D%253D- 

a3894361aa489c2cd51ff326358c92f2e4d39cd8; 




This information is exempt under the Freedom of Information Act 2000 (FOIA) and may he exempt under other UK information legislation. Refer any FOIA queries to GCHQ 
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This information is exempt under the Freedom of Information Act 2000 ( FOIA ) and may he exempt under other UK information legislation. Refer any FOIA queries to GCHQ 
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PPF application across 10G Environment 

1272671024 81.169.145.25 

128.242.240.20 6 55489 80 Login- 
twitter, com 31 solo_only@twitter.com 

TDI-Scope 4 User Route 13 
81.169.145.25 HHFP-Hash 8 38 
4646d4 User-Agent 52 Twitter Tools 
Geo-IP-Src 28 

49. 00;8. 39; KARLSRUHE; DE;5MW 
Geo-IP-Dst 33 39.0062;- 
77.4288;STERLING;U 
S;7LLM Event-security-label 6 10007F 
Stream-security-label 10 400023E0FF 




This information is exempt under the Freedom of Information Met 2000 (FOIA) and may he exempt under other UK information legislation. Refer any FOIA queries to GCHQ 
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Given a country: 

Who are the top Twitter 
Users? 

Or given a user: 

Are they really in 
Kawestan? 



SIGDEV augments the 10 process to aid targeting and takeup of message 



This information is exempt wider the Freedom of Information Act 2000 (FOIA) and may he exempt under other UK information legislation. Refer any FOIA queries to GCHQ 





